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DETAILED ACTION 

Specification 

1 . Applicant is reminded of the proper language and format for an abstract of the 
disclosure. 

The abstract should be in narrative form and generally limited to a single 
paragraph on a separate sheet within the range of 50 to 1 50 words . It is important that 
the abstract not exceed 1 50 words in length since the space provided for the abstract 
on the computer tape used by the printer is limited. The form and legal phraseology 
often used in patent claims, such as "means" and "said," should be avoided. The 
abstract should describe the disclosure sufficiently to assist readers in deciding whether 
there is a need for consulting the full patent text for details. 

The language should be clear and concise and should not repeat information 
given in the title. It should avoid using phrases which can be implied, such as, "The 
disclosure concerns," "The disclosure defined by this invention," "The disclosure 
describes," etc. 



Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

3. Claims 1, 2, 4-6, 12-15, 17-19, 25 and 26 are rejected under 35 U.S.C. 102(b) as 
being anticipated by Friedman, US Patent 5,499,294. 

Regarding claim 1, Friedman discloses a method for generating a digital image 
comprising: receiving an image at a camera (Fig. 3A: 11); generating a first digital 
image response to the image at the camera; generating a second digital image in 
response the first digital image at the camera, the second digital image comprising an 
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encrypted form of the first digital image; and storing the first and second digital images 
at the camera (Col. 5, line 49 - col. 6, line 30). 

Regarding claim 2, Friedman discloses communicating the second digital image 
to an authentication center (Fig. 3C: 20, col. 5, line 49 - col. 6, line 30). 

Regarding claim 4, Friedman discloses that the image is received through a lens 
associated with the camera (Col. 9, lines 8-45). 

Regarding claim 5, Friedman discloses generating the second image comprises 
encrypting the second image using a camera key associated with the camera (Col. 5, 
line 49 - col. 6, line 30). 

Regarding claim 6, Friedman inherently discloses encrypting the second image 
within a predetermined time by teaching that the second image is encrypted prior to 
transmission to the authentication center (Col. 5, line 49 - col. 6, line 30), wherein the 
time between generating the image and transmitting said image is considered the 
predetermined time. 

Regarding claim 12, Friedman discloses associating a serial number with the first 
image (Col. 5, line 49 - col. 6, line 30). 

Regarding claim 13, Friedman discloses that the serial number is encrypted as 
part of the generation of the second image (Col. 5, line 49 - col. 6, line 30). 

Regarding claim 14, Friedman discloses a system for generating a digital image 
comprising: a digital camera (Fig. 3A: 1 1) having a memory; an application stored in the 
memory (Fig. 3B: 12C) and operable to: receive an image; generate a first digital image 
in response to the image; generate a second digital image in response to the first digital 
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image, the second digital image comprising an encrypted form of the first digital image; 
and store the first and second digital images in the memory (Col. 5, line 49 - col. 6, line 
30). 

Regarding claim 15, Friedman discloses that the application is further operable to 
communicate the second digital image to an authentication center (Col. 5, line 49 - col. 
6, line 30). 

Regarding claim 17, Friedman discloses that the camera further comprises a lens 
operable to receive the image is received through (Col. 9, lines 8-45). 

Regarding claim 18, Friedman discloses that the application is further operable to 
encrypt the second image using a camera key associated with the camera (Col. 5, line 
49 - col. 6, line 30). 

Regarding claim 19, Friedman inherently discloses that the application is further 
operable to encrypt the second image within a predetermined time by teaching that the 
second image is encrypted prior to transmission to the authentication center (Col. 5, line 
49 - col. 6, line 30), wherein the time between generating the image and transmitting 
said image is considered the predetermined time. 

Regarding claim 25, Friedman discloses that the application is further operable to 
associate a serial number with the first image (Col. 5, line 49 - col. 6, line 30). 

Regarding claim 26, Friedman discloses that the serial number is encrypted as 
part of the generation of the second image (Col. 5, line 49 - col. 6, line 30). 
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Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

5. Claims 3 and 16 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Friedman, US Patent 5,499,294 in view of Steinberg, US Patent 5,862,217. 

Regarding claim 3, Friedman does not explicitly disclose that the second digital 
image is communicated wirelessly to the authentication center. 

However, Steniberg teaches a camera (Fig. 1:10) that encrypts the images 
taken prior to transmission to a host computer (Fig. 1:12), wherein said images are 
transmitted wirelessly to the host computer by using transceivers (Fig. 1 : 28 and 1 : 30) 
(Col. 2, lines 49-64; col. 3, lines 10-30). 

Therefore, taking the combined teaching of Friedman in view of Steinberg as a 
whole, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Friedman by transmitting the images wirelessly to the 
authentication center. The motivation to do so would help the user to transfer the 
encrypted images to the authentication center without needing to connect the camera to 
said authentication center using transmission cables. 

Regarding claim 16, Friedman does not explicitly disclose that the second digital 
image is communicated wirelessly to the authentication center. 
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However, Steniberg teaches a camera (Fig. 1:10) that encrypts the images 
taken prior to transmission to a host computer (Fig. 1:12), wherein said images are 
transmitted wirelessly to the host computer by using transceivers (Fig. 1 : 28 and 1 : 30) 
(Col. 2, lines 49-64; col. 3, lines 10-30). 

Therefore, taking the combined teaching of Friedman in view of Steinberg as a 
whole, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Friedman by transmitting the images wirelessly to the 
authentication center. The motivation to do so would help the user to transfer the 
encrypted images to the authentication center without needing to connect the camera to 
said authentication center using transmission cables. 

6. Claims 7 and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Friedman, US Patent 5,499,294 in view of Glass, US Patent 6,332,193 B1 . 

Regarding claim 7, Friedman does not explicitly disclose that generating the 
second image comprises encrypting the second image using a non-symmetric 
encryption algorithm. 

However, Glass teaches an imaging system (Fig. 3) comprising a code generator 
for encrypting image data prior transmission to a network, wherein said encryption is 
performed with a non-symmetric algorithm (Col. 5, line 46 - col. 6, line 32). 

Therefore, taking the combined teaching of Friedman in view of Glass as a 
whole, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Friedman by using a non-symmetric algorithm to encrypt 
the images prior transmission to a network. The motivation to do so would enable 
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transmission of encrypted image data between the camera and the authentication 
center more secure since the key for encrypting the image is different than the key for 
decrypting said image. 

Regarding claim 20, Friedman does not explicitly disclose that the application is 
further operable to encrypt the second image using a non-symmetric encryption 
algorithm. 

However, Glass teaches an imaging system (Fig. 3) comprising a code generator 
for encrypting image data prior transmission to a network, wherein said encryption is 
performed with a non-symmetric algorithm (Col. 5, line 46 - col. 6, line 32). 

Therefore, taking the combined teaching of Friedman in view of Glass as a 
whole, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Friedman by using a non-symmetric algorithm to encrypt 
the images prior transmission to a network. The motivation to do so would enable 
transmission of encrypted image data between the camera and the authentication 
center more secure since the key for encrypting the image is different than the key for 
decrypting said image. 

7. Claims 8-11 and 21-24 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Friedman, US Patent 5,499,294 in view of Steinberg, US Patent 
6,587,949 B1. 

Regarding claim 8, Friedman does not explicitly disclose associating an 
annotation with the first image. 
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However, Steinberg teaches an imaging system (Fig. 1 ) that encrypts the images 
taken prior to transmission to a host computer (Fig. 1:16), wherein annotations are 
inserted into the image data prior to transmission (Col. 7, lines 7-54). 

Therefore, taking the combined teaching of Friedman in view of Steinberg as a 
whole, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Friedman by inserting annotations to the image data prior 
to encryption of the second image. The motivation to do so would help to verify the 
authenticity of images with questionable data as suggested by Steinberg (Col. 7, lines 
7-54). 

Regarding claim 9, the combination of Friedman in view of Steinberg as applied 
in claim 8 teaches that the annotation is associated with the first image prior to 
generating the second digital image. Steinberg teaches that the annotations can be the 
date and time when the image was taken (Col. 7, lines 7-54). Therefore, grounds for 
rejecting claim 8 apply here. 

Regarding claim 10, the combination of Friedman in view of Steinberg as applied 
in claim 8 teaches that the annotation comprises embedded text (See Steinberg, col. 7, 
lines 7-54). 

Regarding claim 11, the combination of Friedman in view of Steinberg as applied 
in claim 8 teaches as in claim 8. Therefore, grounds for rejecting claim 8 apply here. 

Regarding claim 21 , Friedman does not explicitly disclose that the application is 
further operable to associate an annotation with the first image. 



Application/Control Number: 10/028,008 Page 9 

Art Unit: 2612 

However, Steinberd teaches an imaging system (Fig. 1 ) that encrypts the images 
taken prior to transmission to a host computer (Fig. 1:16), wherein annotations 
associated with information of the first image are inserted into the image data prior to 
transmission (Col. 7, lines 7-54). 

Therefore, taking the combined teaching of Friedman in view of Steinberg as a 
whole, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify Friedman by inserting annotations associated with the 
first image to the second image data prior to encryption of the second image. The 
motivation to do so would help to verify the authenticity of images with questionable 
data as suggested by Steinberg (Col. 7, lines 7-54). 

Regarding claim 22, the combination of Friedman in view of Steinberg as applied 
in claim 21 teaches that the annotation is associated with the first image prior to 
generating the second digital image. Steinberg teaches that the annotations can be the 
date and time when the image was taken (Col. 7, lines 7-54). Therefore, grounds for 
rejecting claim 21 apply here. 

Regarding claim 23, the combination of Friedman in view of Steinberg as applied 
in claim 21 teaches that the annotation comprises embedded text (See Steinberg, col. 
7, lines 7-54). 

Regarding claim 24, the combination of Friedman in view of Steinberg as applied 
in claim 21 teaches. Therefore, grounds for rejecting claim 21 apply here. 
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